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~ AGREEMENT
BETWEEN THE GOVERNMENT OF THE
UNITED KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND
AND THE GOVERNMENT OF THE RUSSIAN FEDERATION ON THE
ESTABLISHMENT OF DIRECT SECURE TELEPHONE LINKS BETWEEN
10 DOWNING STREET IN LONDON AND THE KREMLIN IN MOSCOW

The Government of the United Kingdom of Great Britain and Northern Ireland and
the Government of the Russian Federation;

Acting in the interests of the further development of mutually beneficial friendly
relations between the two States;

Seeking to improve the reliability and security of telephonic communications between
10 Downing Street in London and the Kremlin in Moscow;

Have agreed as follows:

ARTICLE I

For the purpese of increasing the quality, reliability and security of high-level
telephone links, the Contracting Parties shall establish and bring into operation a direct
encrypted telephone speech link between 10 Downing Street in London and the Kremlin
in Moscow (hereinaftér called * the Speech Link **). In accordance with the provisions of
the present Agreement the Speech Link shall be operated without encryption until suitable
encryption equipment can be installed.

ARTICLE 11

1. For the purpose of the establishment, bringing into operation and subsequent use of
the Speech Link, the Contracting Parties shall designate the agencies which will be
responsible for arrangements regarding the Speech Link, its technical maintenance,
continuity and reliability. These agencies shall by mutual agreement:

(a) determine the configuration and technical parameters of the Speech Link and channels
of communication and the specific types of equipment to be used;

(b) work out recommendations and rules in accordance with which the operation of the
Speech Link shall be carried out;

(c) as necessary consider and resolve questions relating to the carrying out of possible
changes in the configuration and working procedures of the Speech Link.,

2. Theoperation of the Speech Link shall be carried out on the basis of recommendations
signed by authorised representatives of the agencies of each Contracting Party. The
recommendations may be amended by the same procedure.

ARrTICLE i1
1. The Speech Link shall comprise the following component parts:
(a) telephones;
(b) encryption systemns;
(c) dedicated bearers.
2. Pending the development and availability of suitable encryption systems the Speech
Link shall be established and operated without encryption. For the period of such

operation procedures shall be established to take account of the insecurity of the Speech
Link.

3. The Contracting Parties shall lease and maintain the two dedicated bearers.

2

w;



ARTICLE 1V

I. The Contracting Parties shall take measures to ensure that the Speech Link is
established in the shortest possible time after signature of the present Agreement.

2. The terminal points of the Speech Link shall be equipped with encryption systems
developed and made available at the earliest practicable date. The encryption system for
one of the bearers shall be provided by the United Kingdom and the encryption system
for the other bearer shall be provided by the Russian Federation. The Parties shall supply
to each other full technical design information on their encryption systems to enable them
to verify their adequacy for use with the Speech Link.

ARTICLE V

1. Expenditure on the establishment and operation of the Speech Link, with the
exception of the encryption systems, shall be based on the principle that the cost of
equipment and sectors of the lines within territorial boundaries shall be paid for
respectively by each Contracting Party and that each Party shall pay for its own portion of
the international sectors.

2. The cost of the encryption system for one bearer shall be borne in full by the United
Kingdom and the cost of the encryption system for the other bearer shall be borne in full
by the Russian Federation.

3. The United Kingdom and the Russian Federation shall each without charge provide
encryption systems to the other. The number of systems to be supplied by one country to
the other country shall be determined by the agency of the donor country.

ARTICLE V]

The present Agreement may be amended by mutual agreement of the Contracting
Parties. It shall enter into force on the date of signature.

In witness whereof the Representatives of the two Governments have signed the
present Agreement,

Done in duplicate at London this 9th day of November 1992 in the English and
Russian languages, both texts being equally authoritative.

For the Government of the United For the Government of the Russian
Kingdom of Great Britain and Federation:
Northern Ireland:

CHALKER OF WALLASEY A. KOZYREVY



COTlJNTALEHHUE

MEXY OPABUTEJLCTBOM COEAAHEHHO'O HOPOJIEBCTBA
BEJUKOBPATAHUN W CEBEPHOR WPJAHAWY -
U NPABUTEJLCTBOM POCCURCHOR PENEPAIINA
OB OPIAHA3AIUY [IPSMOR 3ACEHPEUYEHHOWR TEJE®OHHOW CBA3W
MEXIY JNAVHWHC CTPUT, IO B JIOHZLOHE W KPEMJIEM B MOCHBE ‘ -

-

[lpaBUTENBCTRO CoepuHeHHore HoponaesCcTBa BeJurobpuranuu "
CeeBepHo#t Wpaawguu # [IpaBUTEIbCTBO Poccuiicxoit Sepepainn,
" JleftcTBYR B uUHTepecax JaltbHefuero pas3BuTuAd B3&UMOBLII OIHEX
IDYXECTREHHHX OTHOWEHUW MEexLy ABYyMA COCylapCTBaMH;
CrpeMACh YyJAYyUWUTH HAJEXHOCT: U 0230MACHOCTL TeJefOHHOR CBA3U
mexay JayHuHr crtpuT, 10 B JlonmoHe u Hpemnem B MoCKBe;

IOTOBOPUNMCH O HUXECJeOyiUeM:
Cratea 1

B LeJAX T[CRBLUeHWA KauyecTBa, HAI&XHOCTHU U CeoonacHelTH
TenedoHHON CBA3W HAa BHCLEM YPORHE JorosapuBannxecH CTODOHH
YCTAHABRAMBAKT U BBOOAT B LeMCTBKE NDAMYH 3aceKpeuedHHylw TeaedoHHY0
JUEUKD  cBA3KU mexny Jaysudr ctpuT, 10 B JlounoHe w Hpemnem B MOCHBE
(Huxe wuMenyemyw "Jnuug rtenedoruoft cBA2KM" ). B COOTBETCTBHK C
NOJOKEHUAMK HacToAuero Cornamenns Jlnuusa TeledoHHOW cBA3uW  OyHeT
KCINOJIb30BATHCA B OTKDHTOM DeXUME [LO Tex T[op, TMoxka He- O6yler

yCTaHOBJEeHA NMONXOOALAA 4Nnaparypa 3acexpeuuBaHnd.
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2. lo  paspaboTKX W NOCTABKM  COOTBETCTBYWWKX  cUCTEM
saceHpeunBanua  Jluava TesedoHHoR cBA3U OYNET CO3JAHA W  BRejeHs B
geficTBMe B OTHKPHTOM pexnMe. Ha BpeMA ee HCIMOJb30BAaHUA B TaxoM
pekuMe ycTaHapauBaeTCA [ODANOK paboTH, quTMBabmnﬁ OTCYTCTBKE
obecneugHu CeKDPETHOCTU [eDEerQoBOPOB NpU  UCMNOJB3IOBAHUN  TeJedOHHOR
JUHUHK -

3. Jorosapusamurecsd CTOpOHH &peHIywnT ¥ NOIeDXKUBAKT B
TEXHUUSCKU WCTPaBHOM COCTOAHWM OBa CHNeUMANBHO BHILJEHHHX KaHaJa

CBAS3U.

Crarpg IV

I. JoropapuBawuvecs CTOPOHH NPUHUMAKNT MESDH C LEeJbH 00eCrneuuTh
cosgaHue JuHuM TededoHHON CBASKM MO BO3MOXHOCTU B KpaTuaiune CpPOKU
focJde noinicanua HacToAmero CorjaleHud.

2. OHOHEUHHE TnNYHKTH JuMHuK TeJaedoHHOR CBA3K o@opyﬂwacﬁ
CUCTEMAMM BACEKPCUMBAHUA, HOTOpAd paspafaTHBaeTca U 10CTABAAETCA MO
BOBMOXHOCTK B HpaTualiuue CpoOKU. CUCTeMa 3aCEeKpeuuBaHUA IJs OJHOIO
M3 Haranoe ©BA3W nocrasjderca CoeiuHEeHHHM HOpPOJNEBCTBOM, CUCTEeMa
3acerpeuuBayuA  OJ8 JADyCOro KaHaja CBA3M  nocTamnderca  Poccuficxol
Pepepauueil. CprOHu NPESAOCTABARKNT JAPYr IOPYyry B NOJHOM 0O0DbeMe
MHOCPMALMIO O TEXHWUECKOM YyCTPOWCTBE CBOWX CHUCTEM 3aCeKpeurMBaHud,

NOBBOJNANUYH ONpedeluTh WX NPUCOIHOCTH K UCMOJb30BAHUK HA JIMHUY

TeNnedoHHoW CRARU.
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Crarpa Y

I. Pacxogs Ha cospaHue W 3Kcrnayatauuo JAnHuM TenedOHHOH cBfR3n,
3a UCHKJOUEHWEeM CHCTEM 3aCeHDeurdBaHUA, OCHOBHBAKTCA HA  TAKOM
ApXHLUMIE, UTO CTOUMOCTE OGODYHROBAHMA ¥ YUSCTHOB KaHAJOB CBA3W B
paMKaxX TEDPDHUTOPMAJBHEX [DAHUL] ONJauvBaAEeTCHA COOTBETCTBEHHO -HAKIOU
LorosapuBamwueiica Croposod W uTo Kaxgad CToDOHa OnJjauyuBaeT CBOW
YaCTh MEXOYHApPOLHHX YUaCTHOB.

2. CTOUMOCTb CWUCTEMH 3AaCEKDEeUWBAHUA [LJA ONHOTO KaHajJa C¢3A3HU
NOJHOCTBY  onfaauMBaerca CoeauHeHHHM HKODOJAEBsCTBOM, &  CTOWMOCTD
CHUCTEMH 2aCEKDEUMBEHUA IJf [PYyCLOro KaHala T[OJHOCTBY ONJAUXBAETCH
Poccufickoll demepalvei.

3. CoemnueHHoe Koponesctro U Poccuiicxag &elnepauus OeCIJATHO
NPeNOCTABJANT IpYyr ODYCY CUCTEMH 3acexpeunBarud. KONMUECTBO eOUHULL
annapaTyps 3aCeKpeuuBaHuA, KoTopas JoJxHa OHTb NMPefocTaBJeHa HKaxloH
na3 CTpaH, onpeliedfeTcd YUDEXISHUEM CTDaHH, IpenoccTaBaAbILed

annapaTypy.

Crarpa Y1

B HacTosunuee CorsameHne MOCYT BHOCKTECR W3MEHEHUA CO B3aMMHOrO
corjacus ﬂoroaapmsammuxdﬂ Ctopod. CornawleHwe BCTYNaeT B CWUJY C HOATH
NONNUCaHuA .

B yaoccrtopepeHue uero llpencTaButeay OByX [DaBATENLCTB MOANMKCAIU

HacToawee CoraauweHue.
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